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IoT
01
What is the internet of things?



A DEFINITION

IoT

The Internet of Things (IoT) is a system of interrelated 
computing devices, mechanical and digital machines, 

objects, animals or people that are provided with unique 
identifiers and the ability to transfer data over a network 

without requiring human-to-human or human-to-computer 
interaction*

* Unnecessary over technical definition of IoT stolen form Wikipedia



CONNECT ALL PHYGITAL 
ENTITIES TO THE INTERNET



INTERNET OF THINGHS

SENSOR AND 
ACTUATORS

Interaction with the environment

CONNECTIVITY

Data flow between the environment 
and the internet

DATA PROCESSING 
AND USER INTERFACE

Analyse and gain insights from data

Show insights to the end-user and 
allow him to interact



THE CYBER PHYSICAL SYSTEM 
PARADIGM

Digital Twin is limited 
to the digital model, 
not the twinning
physical asset. 

Digital Twins

Physical World and Physical Assets

Digital World and Digital Assets 

IoT

CPS
A CPS is 
characterized by 
a physical asset 
and its Digital 
Twin

IoT refers to connections 
between a network of 
physical assets
through which data can 
flow between themselves



IoT & Blockchain
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Could the two technologies synergize? 



WHEN TO USE BLOCKCHAIN IN IOT 
APPLICATIONS

A traditional database 
should be sufficient

It is necessary to use blockchain 
for my IoT application?

Are there copies 
of the ledger?

Are redundant copies 
needed to be distributed in 
multiple computers?

Do not all entities 
trust each other?

NO
Would the IoT entities 
trust a third party?

A bank, government, 
middle man could 
manage the data

YES

YES

Blockchain could be the 
solution

NO



AUDIT
The presence of an immutable distributed 
ledger allow transparency and traceability 

of any data transaction

INTERACTION
Identity verification and Interaction with IoT 

entities in untrusted environment like 
carpooling or bike sharing

THREE MAIN USE CASE

BIoT
When the Blockchain and the Internet of Things 

converge 

TRANSACTION
Micro economic transaction for 

paying a service (intelligent light bulb) 
or sell data collected by sensors



Main Issues
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What are the main limitations?



1st FEE 
A first big problem of classic blockchain are the fees, an IoT network 

works through microtransactions and the fees could exceed the value of 
the transaction itself. This is unacceptable.



2nd DEMOCRACY
A second problem of the traditional blockchain are the miners. In an IoT network 

democracy could be needed, and also an incentive for validators should be theorized. 
The use of permissioned blockchain could be proposed, only a group of federated 
validators can validate the transactions, however many of the key principles of the 

blockchain (immutability first of all) would be lost.



3rd SCALABILITY
Finally, a huge problem is the scalability, imagine a world in which any IoT 
transaction runs through a blockchain (or Blockchains), from the garbage 
bill to the parking charges… a huge number of transaction every second is 

needed and maybe you can not wait 10 minutes the validation for your 
parking slot. 



Tangle!
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Could the Tangle be the solution?



A CRYPTO DESIGNED FOR IOT

Decentralized
It could be call a Distributed 
Ledger Technology, it is not 
a proper blockchain, but as 

blockchain it is decentralized

Democracy
There are no miners, any

nodes is equal to the others

Scalable
As the activity increases also 

the whole structure 
increases

No Fee
No fees are needed, any 

users must validate 2 
transactions to upload a new 

one

Quantum Immune
According IOTA foundation 
the system is safe against 

quantum computer attacks,

Is that true? 

Market Cap
~500.000.000 €

1 token ~ 0.20 €



How IOTA 
achieves that?

The main feature of this cryptocurrency is the tangle, a 
directed acyclic graph (DAC)

Any nodes represent a transaction and any edges  
represent direct validations, If there is a directed 

path of length at least two from A to B, we say 
that A indirectly approves B

The system structure is a tangle! 

All the tokens starts form a genesis node and are 
distributed to the initial founder nodes 

No more token will be created in the future!

THE TANGLE



In order to issue a 
transaction a node

does the following: 

The node choose two transaction to approve

The node checks if the two transactions are not 
conflicting

The node must solve a puzzle. A short 
computational operation compared to expensive 

blockchain’s PoW, in order to avoid spamming 
behaviours

In order to define node reliability a cumulative 
weight is defined

TANGLE TRANSACTIONS

𝐿0
2 = 2λℎ

𝐿0
𝑘 =

𝑘λℎ

𝑘 − 1

The number of tips 
remains stationary in 

time, and is 
concentrated around a

number 𝐿0

ℎ the average time
to perform calculations 
required to issue a 
transaction

λ is the parameter of an 
exponential distribution 
that represents new 
arrivals



Double Spending 
Could be possible that the attacker uses their 

computing power to issue many small 
transactions that approve the double-spending 

transaction, but do not approve the original

We hypothesizew0 the cumulative weight that the 
merchant wait to consider the transaction valid 
t0 = w0/λ is the main time needed to achieve 

that cumulative weight

Let T be the time needed to obtain a nonce that 
gives the double-spending transaction a sufficient 

high weight. 

TANGLE TRANSACTIONS

µ is a parameter representing the attacker computational power 1/µ is 
the avg time needed to issue a transaction 

Р ~ ⅇ−𝑤0(ln(µ/λ )+µ/λ−1)
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